COI''TACOBAHO YTBEPXIAIO

PyKIHUS
0 MPOBeIeHHI0 MOHUTOPHHIa HHGOPMANHOHHOIH 6e30MaCHOCTH H
AHTHBHPYCHOI'0O KOHTPOJISl NPH 00pafoTKe MepCOHAJBHBIX JaHHBIX.

1. O0mue moJIoKeHHS

Hannas MHcTpykums  ycTaHaBiMBaeT IIOPSNOK IJIAHUPOBAaHUA |
IPOBEICHHS MOHUTOPHHTA HHPOPMAITMOHHOH 0€3011acHOCTH aBTOMAaTH3UPOBAHHBIX
cucteM, o0pabaThIBAIOIMX IEPCOHAIBHBIC NaHHBIE, OT HECAHKIHUOHUPOBAHHOIO
IOCTyTa, paclpOCTpaHeHUs], HCKaXKeHHsI U yTpaThl HH(OPMallUU IeTCKOro caja.

2, Buasi MOHHTOPHHIA HH(pOpMALHOHHOH 0e30nacHOCTH.

2.1.  MonuToprHr  pabOTOCIIOCOOHOCTH  ammaparTHBIX  KOMIIOHEHT
aBTOMATH3HPOBAHHEIX  CHCTeM, o0pabaThIBaroIMX IE€pCOHATbHBIE [aHHEIE,
OCYIIECTBIISIETCS B MPOLIECCe MX aIMUHUCTPUPOBAHUS ¥ IIPU IPOBEIEHUH paboT 1o
TEXHWYECKOMY oOcimyxuBaHHiO obOopynoBanus. Hanbonee  cyliecTBeHHEIE
KOMIIOHEHTBI ~ CHCTEMBI, HMEIOIIWE  BCTPOEHHBIE  CpPEACTBA  KOHTPOJI
paboTocriocoOHOCTH (cepBephbl, aKTUBHOE ceTeBoe O00OpyIOBaHME) IOJDKHBI
KOHTPOJIUPOBAThCS ~ IMOCTOSHHO B paMKaX  paboTel  aJIMHHHCTPAaTOpPOB
COOTBETCTBYIOIINX CHCTEM.

2.2. MOHUTOPUHT TIApOJIBHOM 3allUThl K  KOHTPOIBL  HAIEKHOCTH

TI0JIE30BATEIBCKUX I1apOoJIeH TIPeyCMaTPUBAIOT:
- yCTaHOBJIEHHE CpOKOB JelcTBHA rmaponeit (He Oonmee 3  Mecsues);
- IIEPUOJIIUYECKYT0 (He peske 1 pasza B Mecslil) IIPOBEPKY I0JIb30BATENBLCKHX IIapoIIeH
Ha KOJIHMYECTBO CHMBOJIOB ¥ OUEBHIHOCTE C IIEJBIO BBIIBICHUS CIAObIX Iapolei,
KOTOpBIE JIETKO yragaTb WM AeIH(poBaTh C IOMOINBK CIENHATH3UPOBAHHBIX
[IPOTPaMMHBIX CPE/ICTB (B3JIOMIIUKOB IIapoJIeH).

2.3. MOHHTOPHHI LEJIOCTHOCTH TIPOTPaMMHOrO ofecnedeHus BKJIFOUAET
Clelyrolue NeUCTBU:

- TpoOBepKa KOHTPOJIBHBIX CYMM M IM(POBHIX NOJNHUCell KaTamoroB U (ainos
CepTH(HMIUPOBAHHEIX IPOrPaMMHBIX CPEACTB IIPU 3arpy3ke OIEpallHOHHON
CHCTEMBEI;

- oOHapyKeHHe oyOnuKaToB UICHTU(DHUKATOPOB TI0JIB30BaTENeH;
- BOCCTAaHOBJIEHHE CHCTEMHBIX (hailJIoB aAMHHHUCTPATOPAMH CHCTEM C PE3E€PBHEIX
KOITHH IIPpH HECOBNAAEHUN KOHTPOJIBHEIX CYMM.




2.4, Mounurtopunr 1 ITOIIBITOK HECAHKIIMOHHUPOBAHHOTO JIOCTYIIA.
- Ipenynpexnenue u CBoeBpeN‘erHoe BBISABJIEHHE IONEITOK HECAaHKI[HOHUPOBAHHOTO
AOCTyIIA OCYIIECTBIIETCA € HCIIOJIBE30BAHMEM CPELCTB OLEPALMOHHON CHCTEMEI
CIEIUAIbHBIX IPOrPAMMHBIX CPEJICTB, 1 IIPELYCMATPHBACT:
- (pMKCAIIO HEyAAUHBIX TIOMBITOK BXO4 B CHCTEMY B CHCTEMHOM KYypHAJIe;
IIPOTOKOIHPOBAHME paboTEI CETeBEIX CEPBHCOB;
- BEIABICHHE (PAKTOB CKAHHPOBAHHS ONPENEIEHHOTO THANA30Ha CETERRIX IIOPTOB, B
KOPOTKHE MPOMEXYTKM BPEMEHH C IENBI0 OGHADYXKEHHS CETeBHIX aHAaIH3aTOPOB,
H3YYaroImHX CHCTEMY U BBIABJISTFOLIIMX ee YA3BUMOCTH.
2.5. MOHHTOPHHT IIPOM3BOAMUTEILHOCTH aBTOMATHU3HPOBAHHEIX  CHCTEM,
00pabaThIBAIOMKX  IepCOHATHHEIE IaHHEle, HPOHM3BOAUTCA TIO obpalneHuIM
NONB30BATENeH, B  XO#e | AAMMHHCTPHPOBAHHMS  CHCTEM X IPOBEIEHUS
IPOQHIAKTHEECKHX pPaGOT s BBIBICHHS MOMEITOK HECAHKITHOHUPOBAHHOTO

AOCTYyIa, INOBICKIIHX CYILUECTBEHHOE YMCHBIICHHE ITPOHM3BOOHTECABHOCTH CHCTEM.
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3. IlopsAoOK NPOBEACHH CHCTEMHOTO ayaHTa.

3.1. CHcTeMHEIN ayAuT IT
On BEmoOYaeT mnpoBeneHue

b

L

M3BOJMTCA €XKEKBAPTAIBHO B B OCOORIX CHTyaIHsX.
030poB  Ge30IACHOCTH, TECTHPOBAHHE CHCTEMEL,

KOHTPOJIE BHECSCHHA H3IMEHE!

i B CHCTEMHOE IpOrpaMMHOE OGecIeueHHe.

3.2, O630ps1 Ge3omnacHOC
TEKYIIET0 COCTOSHUA CHCTEM,

U TIPOBOAATCA C LENBIO IIPOBEPKH COOTBETCTBHA
00pabaTEIBAIONINX NepCOHANBHEE JaHHELE, TOMY

YPOBHIO  6e30acHOCTH, YNOBICTBOPSIOMEMY  TpeGOBaHMAM  MOJNHTHMKH
GesomacHocTH. OO630pEI  GESOMACHOCTH — HMEIOT LIENBK0  BBIABJICHHE BCeX
HECOOTBETCTBHA MEXIY TEKYIMM COCTOSHHMEM CHCTEMBI COCTOSTHHEM,

COOTBETCTBYIOIIEM CIICIHATEHO
O630psr 6ezonacroCcTH IO
- OTYETHI 0 6€30I1aCHOCTH HOJMB:
NIOBTOPSIOLIMXCS TIOIB30BATEND
(hOpMATOB PErvCTPAIMOHHEIX 3
YCTamoBKH JOMANIHIX KaTaJIor
IIONIB30BATEIIECKHMX OKPYXKEHUIH,
- IIPOBEPKY COACPKUMOTO aiin
MIPOBEPKH;
- O0HapyKeHHEe HAMEHEHUI CHC
IOCNeTHEHN IPOBEPKH (KOHTPO
- IDOBEPKY IIpaB JOCTYIIa U Ip
YTHIAT U Taluiuiy);
- IPOBEPKY MPaBHILHOCTH HAC
ABTOPM3AIMH CETERBIX CEPBHCO
- IPOBEPKY KOPPEKTHOCTH KOH()
YCTPOHCTB (MOCTOB, MaPIIPYTH3
3.3. AKTHBHOE TeCTHpOBaHIE Hy
IIPOU3BOAUTCS ITyTEM OCYIIECTR

COCTaBJICHHOMY CIIMCKY NS IEPOBEPKH.
DKHBL BKJTIOYATh:

OBATCIIECKMX PECYPCOB, BKIIKOYAIOIIME HATHYKE
CKHX HMEH U HACHTHQHKATOPOB, HEMPaBUIIbHEIX
Cefi, IToNB30BaTene 6e3 napons, HepaBHIBHOMN
B IIOJIE30BATENEH U yI3BHUMOCTEN

K

B KOH(UIYpAIMK HA COOTBETCTBUE CIIHCKY IS
eMHEIX (alilIoB CO BPEMEHH IPOBECHNS
UETIOCTHOCTH CUCTEMHBIX (aitios);

'MX aTPHOYTOB CHCTEMHBIX (haiIoB (KoMaHI,

OHKH MEXaHH3MOB ayTeHTU()HKALUH |

Typalky CHCTEMHEIX W AKTHBHBIX CETEBLIX
TOPOB, KOHI[EHTPATOPOB H CETEBIX SKPAHOB).
EXKHOCTH MEXaHU3MOB KOHTPONS AOCTYIA
CHHA IIOMBITOK NIPOHHUKHOBEHUA B CHCTEMY (C




TIOMOIIBI0 ABTOMATHYECKOrO HHCTPYMEHTAPHS I BPyIHYIO).

3.4, ITaccuBHOE TECTHPOBAHME MEXAHU3MOB KOHTPONS JOCTYIIA OCYINECTBIIIETCA
IIyTeM aHaH3a KOHGHUTrypanuHHEIX ¢aiinos cicTeMsl MadopMaius 06 H3BECTHBIX
VS3BAMOCTSIX M3BIEKAETCS M3 JOKYMEHTAlMK ¥ BHEITHMX HCTOYHHKOB. 3aTeM
OCYIIECTBIETC IPOBEPKa KOH(DUTYPAIIHH CHCTEMBI C LENBI0 BRITBICHHS ONTACHBIX
COCTOSIHHH CHCTEMEL, T. €. TAKHX COCTOAHMH, B KOTOPBIX MOTYT ITPOABIATE ce0st
H3BECTHBIE YI3BAMOCTH. Ecii|crcTeMa HaXOIUTCA B OIACHOM COCTOSHHH, TO, C
IeNBIO HeHTpanH3aIuy ya3suMocTel, HeoOxoauMo mi60 H3MEHUTE KOH(UIYPALMIO
cucTeMsI (I TUKBUIAIMH YCIOBUH IPOSBIEHNS YI3BHMOCTH ), TH00O yCTaHOBHTE
TpOTpaMMHEIE KOPPEKIIMH, 00 YyCTAHOBUTH APYIHe BEPCHH IIPOIPaMM, B KOTOPEIX
NaHHas YS3BHMOCTH OTCYTCTBYET, JIH0OO OTKa3aThCA OT HCIOIB30BAHHM CACTEMHOIO
CepBHca, COIEPKAIMEro NaH YSA3BHMOCTb.

3.5. Bruecenue u3sMeHeHHI B CHCTEMHOE TIpOTpaMMHOe cbecriedeHue
OCYLIeCTRBIAETCA aIMUHMCTpaTOpaMi CUCTEM, 00pabaTEIBAIOIINX HEPCOHAILHBIE
OaHHEIE, ¢ 00A3aTENBHEIM JOKYMEHTHPOBAHMEM U3MEHEHUH B COOTBETCTBYIOINEM
XKYypHAJIE; YBEJOMICHHEM KaXK[OT0 COTPYIHUKA, KOTO KacaeTCs U3MEHEHHE;
BEICYIIMBaHHEM IIPETEH3HH B|CIIy4ae, eclId 3T0 U3MEHEHNE IPHIHHIIIO KOMY-
HUOYb Bpel; pa3paboTKOH INRHOB NeCTBHI B aBapHItHBIX CUTYalAsSX Mt
BOCCTAHOBJIEHHS paloTococ E]I{-IOCTH CHCTEMBI, ©CJTH BHECEHHOE B HEe U3MEHEHHE
BEBIBEJIO €€ U3 CTPO4.

4. IIopsiAok aHTHBHPYCHOI'0 KOHTPOJISL.

4.1. Jlns 3amurhl cepBepoB| H palouuMx cTaHIUIE HEOOXOAMMO HCIOJIB30BATh
AHTUBHPYCHEIE IIPOIPAMMBI:
- pesHCHTHhIE aHTHBHPYCHEIE MOHHTODPHI, KOHTPONHPYIOIIHE MOJO3PHTEIbHEIE
JEeHCTBHS IIPOrpaMM;
-YTHJIATEL JIs obHapy KeHHs U a”HaMs3a HOBEIX BHPYCOB.
4.2. K #CIoMBb30BAHUIO JOITYCKAIOTCA TOMBKO JHLEH3MOHHBIE CPEACTBA 3aIlMTEI OT
BPELOHOCHEIX TIpOrpaMM H| BHPYCOB HIH CepTH(QUIEPOBAHHBEIE CBOOOIHO
pacmpocTpaHseMble aHTHBUPY{HbIC CPEICTBA. _

4.3. Ilpr noio3peHMHA Ha Haju4iKe HEBBIABJICHHBIX YCTAaHOBICHHEBIMH CpeIcTBaMH
3alMTHl 3apaxxeHuil cnemyer pcrnons3osath Live CD ¢ apyrMH aHTHBHPYCHBIMHU
CpeJICTBaMH.
4.4, YcTaHOBKAa H HACTPOHMKA CpPENCTB 3AIMUTHEl OT BPEAOHOCHBIX IPOrpaMM H
BUPYCOB Ha pabouMxX CTaH[MIX H cepBepax aBTOMAaTU3MPOBAHHBIX CHCTEM,
00pabaTrlBalOIIX NEPCOHANRHBIE NaHHBIE, OCYIIECTBIAETCA aIMHHHCTPATOPaMH
COOTBETCTBYIOLIHUX CHUCTEM COOTBETCTBHM C PYKOBOJCTBAMH II0 YCTAHOBKE
IpHOOPETEeHHBIX CPeCTB 3aIIHTHI.

4.5, YcraHasnupaeMoe (H3MeHseMoe) MporpaMMHoe obecliedeHHe JOJDKHO OBITH-
UpeIBapUTeNIbHO TpOBEepeHd aAMHHHCTPaTOpOM CHCTEMBI Ha  OTCYTCTBHE
BPENOHOCHBIX IIPOTpaMM W KOMIIBIOTEPHBIX BHpycoB. HemocpeiacTBeHHO mocie
YCTaHOBKHM (W3MEHEHHs) MpolpaMMHOTO ofecrniedeHMs pabodel CTaHIMH OJDKHA
OBITE BEIIIOJTHEH aHTUBUPYCHAA HpOBEpKa.
4.6. 3anmyck aHTHBHPYCHBIX IIJOTPaMM JOJDKEH OCYILIECTBIATHCS aBTOMATHYECKH 110




3a/IaHHI0, LIEHTPAIM30BAHHO CH3MAHHOMY C HCIICNIE30BaHMEM INIAaHMPOBINHKE 3a7aq
(BXOHSNMIMM B HOCTABKY ONEpPAITMOHHOM CHCTEMBI JHO0 HOCTAaBISEMEIM BMECTE C
AHTHBHPYCHBIMH IIPOTpaMMaMpl ).

4.7. AHTHBHPYCHBIM KOHTPOH pabourx CTaHLHH JOIDKEH IIPOBOJUTECS €XEIHEBHO
B aBTOMATHYECKOM pesxrMe. |[Ecnu mposepka Beex (alimo Ha amckax pabodmx
CTAHITHAX 33aHMMACT HempHeMjieMo OOJbIIOe BpeMs, TO HOIYCKAeTCs IPOBOJUTH
BEIOOPOUHYIO TIPOBEPKY 3arpy304HBIX o0NacTed AHCKOB, ONEPATHBHON IIaMATH,
KPUTHYECKH BaXHBIX HHCTAJTMPOBAHHEIX (aiioB ONepallMOHHOH CHCTEMBI H
3arpyxaeMbIX (aiioB IO CeTH WU ¢ BHEIUHUX HOCHTENeH. B aToM ciyyae momHas
IpOBEPKA JODKHA OCYIIECTBIATRCA HE pEXe OJHOIO pa3a B HEAEMIO B IIEPHOX

HEAKTHBHOCTH IIOJIE30BATE
IIOJIHYIO IPOBEPKY BO BpeMH I

|

Honp3oBaTensaM peKOMEHIOYeTCS OCYINECTBIATE
epepeiBa Ha 0be/ myTeM HepeBoaa paboueil cTaHIlH

WYeCKHli PEXHM (QYHKIMOHHPOBaHHS B 3aIEPTOM

B COOTBETCTBYIOIIMH aBTOMa
IOMEIeHHH.

4.8. Ob6g3aTrenbsHOMY aHTHBH]
(ucnonuagemele (aiael, TeKC]
IIOTydaeMas I10JIb30BaTeIeM
(MarHUTHBIX AWCKOB, OIITHYE(

1
)

|

YCHOMY KOHTPONIO HOIJIexHT mobas HubopMalys
oBele Gaiinel moOEIX (opMaToB, (ainel JaHHHX),
10 CEeTH HJIH 3arpyKaemas CO ChEeMHBIX HOCHTEICH
KUX IHCKOB, (pm-Hakonurene# u T.1.). KoHTpoIs

HHGOpMAaIMH JOJKEH IPOBO
cpazy IoOcCJe €€ 3arpys3kH
ITOMEIAEMBIE B DIIEKTPOHHBIN
AHTUBUPYCHBIA KOHTPOIIB.

4.9. VcranasnuBaemoe (U3Mg
JODKHO OBITH TIpeaBApUTET]
KOMITBIOTEPHBY,
HemocpeacTBeHHO IIocne ycT

OTCYTCTBHE

ITECA AHTHBHPYCHBIMH CPENCTBAMU B IIpoLiecce HIIH
Ha pabouyio craHIDRO mONb30BaTelt. Pakis,
APXHB, JOJDKHEI B 00513aT€IEHOM IIOPSIKE IIPOXOIHTh

HAeMOE) Ha CepBepHl IporpaMMmHoe obeclieucHme
FHO IIPOBEPEHO aIMHHHCTPATOPOM CUCTEMBEI Ha
X  BHPYCOB M  BPEIOHOCHBIX  IPOTPaMM.
HOBKM (U3MEHEHHWS) IpOTrpaMMHOIO oOecHedYeHHs

cepBepa OJDKHA OBITE BBIIIO
4.10. Ha cepsepax cucreM, 00
IIPUMEHATh  CIIEI[HAIEHOE
TIO3BOJIAIOIEE:

- OCYIIECTBIIATH AHTUBHPYC
(ailna Ha cepBep;
-IIPOBEPATH KaTajord U ¢ait
4.11. Ha cepBepax 31€KTpOH
IIPOrpaMMHOE  ODecIIeueHre
coobmenuil, B cnyuae ecn
cepBepe IOKa3ajla HamUyue
JIAHHOT'O COOOIeHns JOJDKHA
ABTOMATHIECKOE OIIOBEIEHH
CcOOOIMeH A

4.12. HeobxoguMo OpraHU30
Bcex pabouux CTaHIUAX U CeP

4.13. AIMUHHCTPATOpPHL CHC
TIPOTOKOJIOB pabOThl aHTUBUPY

H KaHalOB, 4epe3 KOTOPBIX

eHa aHTHBHPYCHAS IIPOBEPKA.
aGaTEIBAIOIIMX TEPCOHAIBHEIE JaHHEIE, He00X0AUMO
AaHTUBUPYCHOE  TIporpaMmHOEe  obecreuecHHe,

IpOBepKY ¢aililoB B MOMEHT IIONBITKH 3allMCH

Bl [0 PACIHHCAHMIO C YYETOM Harpy3KH Ha CepBep.
oM IOYTH HEOOXOAUMO TPHMEHSTH AHTHBHPYCHOE
obecrieunBaoniee IPOBEPKY BCeX BXOIAINHX
IPOBEpKa BXOIAIMIEro COOOIMEHHMS Ha IIOYTOBOM
HEM BHpyca WIH BPEJOHOCHOIO Kofa, OTIIPaBKa
ONOKUpoBaThesA. IIpu 3TOM JOMKHO OCYINECTBIATHCA
aJMUHHCTPATOpa TIOYTOBOTO CEpBEPa, OTIPABHTENA
" azmpecarta.
aTh peryispHoe OOHOBIEHME aHTUBHPYCHBIX 6a3 Ha
epax.
TeM JOJDKHEL IIPOBOJUTH PpETYIApHEIE IIPOBEPKH
CHBIX TIPOIPaMM C LeNIbI0 BRIABISHMS 110JIb30BaTeNeH
pacmpocTpasstorca BHpyChl. Ilpm oOHapyxeHHM




3apaXXeHHBIX BHpPYCOM (haii
clieqyrolue qeficTRUA:

- OTKIIOYHTHh OT KOMIIBIOTE
BHPYCHYIO OIIaCHOCTb, JIO ITOJIH
AX

- HEMeIJIEHHO COOOINUTEH O
HadalbHUKY C YKa3aHHeM
BlaJensla U T.4.) 3apakeHH

PB aIMHUHHUCTPATOP CHCTEMBI JOJIKE€H BBEIHOIHHUTH

pHOM ceTH palodme CTaHIMH, IIPEeNCTABIAIOIIHE
HOT'0 BBIICHEHMS KaHAJIOB IIPOHNKHOBEHMS BUPYCOB M
YHHYTOXEHHU,
bakTe OOGHapyXeHUS BHPYCOB HEIIOCPEICTBEHHOMY
[IPEIIOIOKATENEHOTO HUCTOYHUKA (OTIpaBHTENH,

colepxaietics B (aiine
AHTHBHPYCHEIX

pro ¢aiina, THHa 3apaxeHHOro (aiina, xapaxrepa
MEGOPMALHK, THUNA BHPYC4 H  BBIIOJHEHHEIX
MEPOTPUATHH,




